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Abstract—Data privacy has become a critical concern in today’s
data-driven world. Interval privacy emerges as a promising safe-
guard, representing private values as intervals. Traditional interval
analysis methods, however, often rely on critical assumptions that
are questionable in practice. To address this gap, we propose a
novel paradigm for analyzing interval-valued data generated by
the interval privacy mechanism. Our contributions are two-fold:
First, we innovatively model intervals as random objects in a metric
space and use the Hausdorff distance to quantify their dissimilarity
without imposing restrictive assumptions. Second, as an applica-
tion of our paradigm, we develop an interval-to-interval regres-
sion method named Hausdorff distance-based regression (HDBR),
extending multivariate linear regression to metric spaces. The
HDBR method estimates regression coefficients by minimizing the
Hausdorff distance between the observed and estimated intervals.
Simulation studies demonstrate the effectiveness and robustness
of our proposed approach compared to mainstream competitors.
We also provide a real data example to illustrate how to perform
regression analysis within the interval privacy framework, and the
results further validate the superiority of the HDBR method.

Index Terms—Hausdorff distance, interval data, interval

privacy, linear regression model, metric space.

I. INTRODUCTION

ATA privacy is a crucial aspect of data generation, storage,
D and processing within the context of increasing emphasis
on data security. In the past decade, numerous methods have
been developed to protect privacy. Traditional approaches rely
on anonymization techniques [1]. Examples of such methods
include HybrEx [2], k-anonymity [3], ¢-closeness [4], and
[-diversity [5], aiming to render each released dataset indistin-
guishable concerning (w.r.t.) a minimum number of individuals
in the population. These techniques safeguard published datasets
from identity disclosure. However, the anonymization data re-
mains a problem because it is hard to analyze and can’t maintain
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Fig. 1. Data processed by interval coverage can protect privacy during data

analysis.

the relationship between the data. Another category of privacy
protection methods that allow for analysis employs encryption
techniques, including garbled circuits [6], homomorphic encryp-
tion [7], secret sharing [8], and others. More recent advance-
ments in privacy protection involve noise-based algorithms, such
as differential privacy [9], [10]. These techniques necessitate that
the result of analyses conducted on a released dataset remains
insensitive to the insertion or deletion of a tuple in the dataset.
However, previous data privacy protection methods typically
perturb the true value of the data, thus affecting its usability and
accuracy.

In contrast, the interval privacy mechanism proposed by Ding
and Ding [11] avoids the perturbation of true data; instead, it
records each value as a random interval containing it as illus-
trated in Fig. 1. This mechanism has appealing characteristics
such as conditional non-informativeness, information fidelity,
privacy guarantee, and distributional identifiability [11]. Com-
pared to other methods like differential privacy and encryption-
based techniques, interval privacy is less demanding on data
protocols, processing, and transmission conditions. While inter-
val privacy is effective, analyzing interval-valued data requires
different statistical methods than single-valued data, and the
exploration of these methods remains limited in the literature.

In this context, some works have been conducted on analyzing
the interval data. One natural analytical framework for interval
data is modeling the midpoints and ranges of intervals [12], [13],
[14]. For instance, Billard and Diday [15] computed the ex-
pectation and variance of interval-valued data based on interval
midpoints and lengths. Neto and Carvalho [13], [16] conducted
regression analysis on interval-valued data, and Le-Rademacher
and Billard [17] performed principal component analysis on
such data. Nevertheless, most of the existing methods rely on
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critical assumptions, that is, (i) intervals lying in a vector space
that allows calculation of summation and difference between
intervals, and (ii) the true value obeying a specific distribution
family on the interval. Such assumptions may not hold in prac-
tice, and misleading results may be generated when violated.
Consequently, a more general paradigm for handling interval-
valued data that requires fewer assumptions is still meager.

To bridge this gap, we propose a novel paradigm for analyzing
interval-valued data in the context of interval privacy. We model
an interval as a random object in a general metric space, without
inherently possessing a vector space structure, and then quantify
the dissimilarity between intervals using the Hausdorff distance,
a popular metric for measuring the discrepancy between com-
pact sets [18], [19], [20], [21]. Our major contributions are
two-fold as follows:

e We develop an innovative framework that avoids imposing
additional assumptions beyond defining the distance metric
between intervals in the chosen metric space.

e We show the effectiveness of our framework by applying
it to the regression analysis and numerical results on syn-
thetic and real-world datasets show our framework outper-
forms or achieves comparable performance to mainstream
competitors for interval-valued data analysis.

II. PROPOSED METHOD

In this section, we cover our interval-to-interval linear re-
gression approach from the fundamental to the application.
Firstly, we introduce the Hausdorff distance for measuring the
discrepancy between intervals. Then we review the linear re-
gression models for interval-valued data and lead to Hausdorff
distance-based regression (HDBR).

A. Hausdorff Distance

The Hausdorff distance is a measure of the distance between
compact sets, which can be naturally fitted into the setting of
the interval set. We denote 7 as the set of all closed intervals on
the real number field. Let A and B be two elements in Z, and
d(A, B) be the distance between elements A and B in the set
7. The Hausdorff distance between the interval-valued data is
defined as follows [18]:

dy (A, B) = max {sup d(a, B),sup d(b, A)}
acA beB

= max {sup inf d(a,b),sup inf d(b, a)} (1)
acAbEB beB acA

which is illustrated in Fig. 2. Intuitively, the Hausdorff distance

between two non-empty sets is the maximum distance from any

point in one set to its nearest point in the other set.

The Hausdorff distance has kinds of formal variants discussed
in the literature [18], [20], [22], such as the normalization
of (1) and the modified Hausdorff distance [23]. For brevity,
we don’t detail these specific variants in this paper and leave the
investigation of the general Hausdorff family for further work.

B. Interval-to-Interval Regression

For analysis of the interval data based on Hausdorff distance,
we establish an interval-to-interval regression analysis algorithm
by transforming the metrics space of the traditional regression
analysis. Traditional regression analysis aims to estimate the

147

suplnfd(ab)

acAb€EB

S G B
jli;;léééééfo

sup 1nfd(a b)

beBa€A

Fig. 2. Hausdorff distance between interval-valued data. A and B are two
intervals on the real number axis, with a and b representing points on A and B,
respectively. We calculate the sup-inf values of the two components separately
and then take the maximum value as the Hausdorff distance between the two
intervals.
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(a) Linear regression model model for

single-valued variables.

for (b) Linear regression
interval-valued variables.

Fig. 3. Illustration of linear regression models for single-valued and interval-
valued variables. (a) The blue and orange points are observed and predicted
values, respectively. (b) The blue and orange rectangles are observed and
predicted intervals, respectively.

relationships between a response variable and one or more
predictor variables, as illustrated in Fig. 3(a). As for the linear
regression of interval-valued data, a popular method is finding
the lines that most closely fit the midpoint and range of the
data according to a specific mathematical criterion, as shown in
Fig. 3(b).

Let Q=1{s1,...,8,} be a set of observations from
(p+1) interval-valued variables Y, X3, ..., X,, where s; =
(Yi, Ti1, - .., xip). The lower bound, upper bound, midpoint,
and range of the interval y; (or x;;) are denoted by single-
valued variables v}, y¥, y¢, and y! (or :v T
respectively. The quantltles denoted above obey tl]1e followmg
operational relationships: y¢ = (y! + y%)/2,yr = (y* — 4!)/2,
xfj—(x +a15)/2,and z; = (a3 — a};) /2, fori =1,...,n
and j=1,...,p. Moreover, we use the notation [yf,y!] (or
[2£;, 2];]) to represent the interval y; (or x;;).

We aim to develop a regression model where the predictors
and responses are intervals in a general metric space. In particu-
lar, we fit a multivariate linear regression to the interval-valued
dataset §2. According to the previous work [12], [13], [14], [24],
a common approach is to model the midpoint and range of
intervals respectively as follows:

{yf =@ B+t
yi =

2] B +¢;

Here, { = (1,2§,...,75,) and ] = (1,2}, ..., 2],) denote
predictor vectors for the midpoint and range, respectively; ¢
and €] represent random noises; and 3¢ and 3" are unknown
coefficient vectors.

To estimate the interval-to-interval linear model, Billard and
Diday [25] proposed the center method (CM), which establishes
two linear models with the same coefficients on the lower and

Jdfori=1,...,n. 2)

Authorized licensed use limited to: Renmin University. Downloaded on September 18,2024 at 03:50:43 UTC from IEEE Xplore. Restrictions apply.



148

Algorithm 1: Hausdorff Distance-Based Regression.
1: procedure HDBR{y¢},, {yl}s, {x5}s, {2}
2: (Bc, ﬁr) = arg minge g~ L(3°, B"), where the loss
function L is defined by (3)
3: end procedure

upper bounds of the intervals. Subsequently, Neto and Car-
valho [13] introduced the center and range method (CRM), fit-
ting the two linear models in (2) independently. Further, several
improvements have been proposed for CRM to ensure the non-
negativity of interval ranges, including the constrained center
and range method (CCRM) [16], lasso-based interval-valued
regression model (Lasso-IR) [24], and the constrained center
and range joint model (CCRIM) [14]. There are also approaches
focusing on robust regression techniques for interval-valued
data.

However, most of these approaches have two main limitations.
First, they rely on questionable assumptions, as discussed in
Section I. Second, they separately estimate the two models in (2)
or combine them in some manner (e.g., using a weighted average
of their respective losses). Instead, a more natural and reasonable
alternative is to directly minimize the “distance” between the
observed and predicted intervals. For example, Gil et al. [26]
regarded intervals as support functions in a Hilbert space and
calculated their /5 distance. Considering our focus on interval-
valued variables in a metric space, it is natural to propose using
the Hausdorff distance as the loss function to fit the regression
model in (2). The resulting loss function is defined as

L(B°,B") := ZdH v vil, [z 8% 2 87), ()

that is, the cumulative Hausdorff distance across all data points,
calculated as the summation of individual Hausdorff distances
between each observed interval [y¢,y!] and its corresponding
predicted interval [z¢' 3¢, 27 3"]. Compared to the references
mentioned above, the proposed criterion (3) incorporates the
information of the entire intervals rather than solely relying on
midpoints and ranges. Such a property indicates its improved
robustness against outliers, which will be further demonstrated
in Section III.

C. HDBR Algorithm

The procedure for estimating the coefficients 3¢ and 8" in
the model (2), referred to as the Hausdorff Distance-Based
Regression (HDBR), is summarized in Algorithm 1.

The objective of Algorithm 1 is to find the values of ﬂ and

,6' that minimize the loss function L, serving as a measure of
model accuracy. Since the optimization problem in Algorithm 1
does not have an analytical solution, we commence the process
with all-zero vectors as the initial values and utilize the Nelder
— Mead method [27], a widely-used optlmlzatlon techmque to
iteratively solve the problem. The solutions ﬁ and ,6 corre-
spond to the regression coefficient estimates of the model (2).

Consequently, the predicted interval for the ith observation can

be expressed as [:BETBC, w,TTaT]~
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III. NUMERICAL RESULTS

In this section, we evaluate the HDBR algorithm for the
regression analysis of interval data. We compare HDBR with
state-of-the-art competitors, including CM [25], CRM [13],
CCRM [16], and the DK method [26], on both synthetic and
real-world datasets. Regarding the proposed HDBR algorithm,
we take the distance d in the (2) as the Euclidean distance.

Datasets: For the synthetic dataset, we randomly generate the
interval data and introduce four types of outliers [28], [29]. The
first three types may arise due to errors in the data storage or
collection process, while the fourth type may be attributed to an
inherent abnormality in the data distribution; see Section III-A
for more details. For the real-world dataset, we consider the
maternal health risk dataset from UCI Machine Learning Repos-
itory [30] with 1014 observations and 5 variables, collected from
various healthcare facilities (e.g., hospitals, community clinics,
and maternal health centers) in rural areas of Bangladesh using
an IoT-based risk monitoring system. The variables in the dataset
contain age, systolic and diastolic blood pressure, blood glucose
levels, heart rate, and risk level during pregnancy.

Metrics: To evaluate the performance of various regression
approaches, we employed a combination of the root mean
squared errors (RMSE) of the midpoint, range, lower bound,
and upper bound of intervals, denoted as RMSE¢, RMSEg,
RMSE; , and RMSEy, based on the testing set Z;.,; comprising
200 observations. In particular, the RMSE criterion is given by

RMSEc + RMSEg -+ RMSE,; -+ RMSE
RMSE = ct RZ Lt SIS

where RMSEq = /Y7, (47 — §)?/200, with o repre-

senting each component, i.e., « € {C,R,L,U}. Here, y; =
[y$,yr] and §; =[5, )] represent the observed intervals and
corresponding predicted ones, respectively; ! = §¢ — I and
g = 95 + g7 are predictions of 3! and y!, respectively.

A. Synthetic Data Example

The synthetic dataset consists of a response interval-valued
variable Y and a predictor interval-valued variable X. To gen-
erate the dataset, we follow the procedure described below.

First, we generate a sample {(y;,x;)}_; of size n = 700
according to the following distributions:

x§ ~ Uniform(0,20),
yi = P + Biag + e,

where 3§ ~ Uniform(—10,—5), 3¢ ~ Uniform(0, 2),
Uniform(0.2, 0.5), and €5, i’ ~ Uniform(0, 5).

Next, we randomly partition the generated sample into train-
ing and testing sets according to the ratio of 5:2. In the training
set, we replace 10% of the observations with the following four
types of outliers evenly [28], [29]:

® Type 1 (extremely large): yi = 1000, y; = 250;

® Type 2 (extremely small): y§ = —1000, y; = 0.1;

® Type 3 (empty data): y; and y; are generated from a

Bernoulli distribution with a probability of 0.5 to take 0
or1;

e Type 4 (heavy-tailed noise): yi = 55 + Bizs + 15, yi =

|8 y¢ + 7|, where ¢ and ¢ are generated from the Stu-
dent’s t-distribution with 2 degrees of freedom.

= |B"ai + €l
= |B"y; +<il, 4
g~
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TABLE I
AVERAGE RMSE (WITH STANDARD DEVIATIONS PRESENTED IN PARENTHESIS)
FOR SYNTHETIC DATASETS UNDER DIFFERENT TYPES OF OUTLIERS

Method Type 1 Type 2 Type 3 Type 4
CM 51.32 (7.87)  101.75 (10.44)  6.89 (4.11) 7.62 (11.24)
CRM 39.28 (6.16) 81.47 (6.70)  6.57 (4.07)  8.36 (33.85)
CCRM  39.29 (6.15) 81.45 (6.67) 6.59 (4.05) 7.75 (16.91)
DK 39.29 (6.20) 81.47 (7.68)  6.57 (4.07) 8.37 (33.84)
HDBR 6.83 (4.30) 6.81 (4.31) 6.77 (4.26) 6.82 (4.30)

* The best result of each dataset is in bold.

When introducing the outliers, no outliers were introduced
in the testing set, ensuring its integrity for evaluating the mod-
els” performance. According to the seminal work of Ding and
Ding [11], privacy coverage can be employed to quantify privacy
levels, with higher values indicating enhanced privacy. In the
above four cases, the privacy coverage for X is 0.519, and those
for Y are 0.247, 0.207, 0.208, and 0.230, respectively.

We calculate the mean and standard deviation of RMSE based
on 1000 replications, and the results under four types of outliers
are reported in Table I. Note that the coefficients Sy, 31, and 5*
are randomly generated only once in each regression analysis,
while the random noises and observations are regenerated for
each replication.

We observe the proposed HDBR method yields significantly
smaller errors than its competitors in most cases as shown in
Table 1. Such an observation indicates the superior robustness
of our method against data corruption compared to the traditional
methods. We also observe a positive relationship between RMSE
and privacy coverage, which aligns with our expectation that
increased privacy levels decrease the information contained
within the data, leading to a decline in prediction accuracy.

B. Real Data Example

In the real-world data, the task is to predict the risk level dur-
ing pregnancy using the remaining variables. The relationships
between the risk level and other variables are shown in Fig. 4.

The blood pressure variable is naturally interval-valued and
can be directly utilized in the analysis. We adopt the canonical
interval mechanism proposed in [11] to handle other variables.
For the population age variable, we construct coverage intervals
following the conventions commonly used in population sur-
veys [31], [32], which include categories such as <18, 18-24,
and so on. Regarding the value-at-risk variable, the boundaries
of the coverage intervals are generated following uniform dis-
tributions, and different risk levels are associated with distinct
uniform distributions.

For the heart rate and blood glucose level variables, the
boundaries of the coverage intervals are generated based on
normal distributions, with the standard deviation of the normal
distribution set to equal the respective standard deviations of
these variables. We assume that recording errors in this dataset
cause no outliers. Considering the complexity and volatility of
real-world scenarios, we randomly replace 10% of the data with
Type 4 outliers introduced in Section III-A.

This experiment employs the 10-fold cross-validation, and the
results are presented in Table II. The proposed HDBR method
outperforms other approaches w.r.t. both the mean and standard
deviation of RMSE. This observation supports the effectiveness
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Fig. 4. Relationships between the risk level and predictor variables (i.e., heart

rate, blood glucose, age, and blood pressure). For visual clarity, each subfigure
shows 15 observations randomly drawn from the data.

TABLE II
AVERAGE RMSE x 10 (WITH STANDARD DEVIATIONS PRESENTED IN
PARENTHESIS) FOR THE MATERNAL HEALTH RISK DATASET

Method RMSEx 10
CM 335 (1.66)
CRM 3.05 (0.59)
CCRM 2.98 (0.53)
DK 2.96 (0.55)
HDBR 1.55 (0.09)

" The best result is in bold.

of our interval-valued data analysis framework, indicating its
applicability to complex real-life scenarios.

IV. CONCLUSION

We present a novel interval-valued data analysis paradigm for
interval privacy. Specifically, we leverage the Hausdorff distance
to measure the dissimilarity between intervals in the metric
space, offering a more natural and reasonable interval-to-interval
regression method. While our experimental results demonstrate
the effectiveness and robustness of the proposed approach, we
acknowledge the absence of theoretical guarantees, such as
asymptotic properties, in our current study. This aspect remains
an open avenue for future research. We also plan to extend the
proposed interval regression paradigm to a broad range of data
analysis techniques, including clustering and dimensionality
reduction. These directions are also left to future works.
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